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§267.3

policy of the Postal Service to main-
tain definitive and uniform informa-
tion security safeguards. These safe-
guards will have as their purpose: (a)
Ensuring the effective operation of the
Postal Service through appropriate
controls over critical information, and
(b) Protecting personal privacy, the
public interest, and the national secu-
rity by limiting unauthorized access to
both restricted and national security
information.

[44 FR 51224, Aug. 31, 1979]

§267.3 Responsibility.

(a) Chief Postal Inspector and Freedom
of Information/Privacy Acts Officer. The
Chief Postal Inspector and the Free-
dom of Information/Privacy Acts Offi-
cer will ensure within their respective
areas of jurisdiction:

(1) Postal Service-wide compliance
with this policy and related standards
and procedures; and

(2) Implementation of remedial ac-
tion when violations or attempted vio-
lations of these standards and proce-
dures occur.

(b) Custodians. All custodians are re-
sponsible for insuring that information
security standards and procedures are
followed and that all relevant employ-
ees participate in the information se-
curity awareness programs.

[40 FR 45726, Oct. 2, 1975, as amended at 60 FR
57345, Nov. 15, 1995]

§267.4 Information security standards.

(a) The Postal Service will operate
under a uniform set of information se-
curity standards which address the fol-
lowing functional aspects of informa-
tion flow and management:

(1) Information system development,

(2) Information collection,

(3) Information handling and process-
ing,

(4) Information dissemination and
disclosure,

(5) Information storage and destruc-
tion,

(b) Supplementing this list are infor-
mation security standards pertaining
to the following administrative areas:

(1) Personnel selection and training,

(2) Physical environment protection,

(3) Contingency planning,
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(4) Information processing or storage
system procurement,
(5) Contractual relationships.

[40 FR 45726, Oct. 2, 1975; 40 FR 48512, Oct. 16,
1975]

§267.5 National Security Information.

(a) Purpose and scope. The purpose of
this section is to provide regulations
implementing Executive Order 12356
National Security Information (herein-
after referred to as the Executive
Order) which deals with the protection,
handling and classification of national
security information.

(b) Definitions. (1) In this section, Na-
tional Security Information means infor-
mation on the national defense and for-
eign relations of the United States that
has been determined under the Execu-
tive Order or prior Orders to require
protection against unauthorized disclo-
sure and has been so designated.

(2) Derivative Classification means the
carrying forward of a classification
from one document to a newly created
document that contains national secu-
rity information which is in substance
the same as information that is cur-
rently classified.

(3) In the Custody of the Postal Service
means any national security informa-
tion transmitted to and held by the
U.S. Postal Service for the information
and use of postal officials. (This does
not include any national security in-
formation in the U.S. Mails.)

(c) Responsibility and authority. (1)
The Manager, Payroll Accounting and
Records, serves as the USPS National
Security Information Oversight Offi-
cer. This officer shall:

(i) Conduct an active oversight pro-
gram to ensure that the appropriate
provisions of these regulations are
complied with;

(ii) Chair a committee composed of
the Manager, Payroll Accounting and
Records; the Chief Postal Inspector
(USPS Security Officer); the General
Counsel; the Executive Assistant to the
Postmaster General; and the Director,
Operating Policies Office; or their des-
ignees, with authority to act on all
suggestions and complaints concerning
compliance by the Postal Service with
the regulations in this part;

(iii) Ensure that appropriate and
prompt corrective action is taken
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